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Facts:

Brazilian criminal authorities are conducting a criminal investigation in connection
with alleged acts of bribery in Brazil relating to the (half) publicly owned company
Petrobras and, with reference thereto, had submitted to Switzerland requests for
mutual legal assistance even prior to 18 March 2015 (cf. act. 1.2; see act. 17.3-17 .4,
17.6-17.8). In one of those requests, dated 18 November 2014, the Brazilian criminal
authorities requested access to the files on the criminal proceedings held in
Switzerland in this connection, specifically files on the criminal investigation
conducted by the Office of the Attorney General SV.14.0404-LL (act. 17.3). This
investigation, conducted on suspicion of money laundering, was directed primarily
against a former Petrobras executive by the name of Paolo Roberto Costa
(hereinafter "Costa") and against unknown perpetrators (see on this the decision of
the Federal Criminal Court BB.2014.172 of 18 June 2015). In connection with a
further request dated 18 November 2014, the Brazilian authorities requested, among
other things, delivery of documents concerning bank accounts located in Switzerland
and attributable to the accused Renato de Souza Duque (hereinafter "Duque"),
together with information concerning the source of the funds that had been deposited
into these accounts (act. 17.4).

The aforementioned party Costa has, under interrogation, admitted to the Brazilian
authorities that he accepted bribery payments also from the Brazilian construction
firm Odebrecht for the awarding of inflated contracts for Petrobras projects to
companies belonging to the Odebrecht group (cf. act. 12.1, p. 2). Media coverage of
this bribery affair gave rise, among other things, to a large number of reports to the
police of suspicion of money-laundering in Switzerland, which were then forwarded
for further handling to the Office of the Attorney General (cf. act. 12.1, p. 3). In order to
investigate the bribery payments made by Odebrecht to Petrobras directors, and the
money-laundering offences connected therewith, the Office of the Attorney General
opened the criminal proceedings SV.15.0775-LEN, which are directed, among
others, against Construtora Norberto Odebrecht SA, Havinsur SA (hereinafter,
"Havinsur"), and against further known and unknown companies belonging to the
Odebrecht group (cf. act. 12.1). In this connection, the Office of the Attorney General
introduced as evidence, among other things, also documents that had already been
obtained in the proceedings SV.14.0404-LL.




In connection with this investigation, the Office of the Attorney General addressed on
16 July 2015 a request for mutual legal assistance to the competent Brazilian
authority, by which it requested that various persons (including Costa and Duque) be
questioned in accordance with a list of questions enclosed therewith, or to be
submitted at a later time, and thus be confronted with the facts presented in the
request and with the documents mentioned in the list of questions and attached
thereto (act. 12.1). Enclosed with at least one of these lists of questions were various
bank documents collected in Switzerland and, specifically, documents concerning an
account held in the name of Havinsur with PKB Privatbank, including account
opening documents and a debit notice (act. 17.1).

In opposition thereto, Havinsur has filed an appeal dated 24 August 2015 with the
Appeals Chamber of the Federal Criminal Court (act.1). It prays for relief as follows:

A. Interim measures

1. The appeal is to be granted suspensive effect and the Federal Prosecutor and the Federal Office of
Justice are accordingly to be prohibited from transmitting to the investigating authority in Brazil, or to the
requesting authority in Brazil, documents that fail with under the scope of the privacy rights of Havinsur
SA.

2. Other provisional measures are also to be adopted immediately and, specifically, the Federal
Prosecutor and the Federal Office of Justice are to be ordered to inform without delay the investigating
authority in Brazil and the requesting authority in Brazil as follows:

- that the bank documents already transmitted concerning the bank account no. 1.1.54894 held by
Havinsur SA with PKB Privatbank SA may not be used in any manner;

- that the documents must be returned immediately.

B. On the merits

That the appeal be granted. In consequence:

1. That the Court affirm the illegality and nullity of any decision or act of transmission of bank documents
relating to account no. 1.1.54894 held with PKB Privatbank SA, Lugano, in the name of Havinsur SA,
Uruguay, undertaken by the Federal Prosecutor or the Federal Office of Justice.

2. That the Federal Prosecutor and the Federal Office of Justice be ordered to request from the Brazilian
government a statement by which that country attests that it will not make use of the bank documents, or
of copies of the bank documents, as evidence in any proceedings of a criminal or other nature conducted
in that country.

C. That court costs and legal fees be declared recoverable.




In its notice of receipt of the appeal served on the parties on 25 August 2015 the Appeals
Chamber noted that the appeal is granted suspensive effect by operation of law (act. 2).

The Federal Office of Justice (hereinafter, "BJ") has prayed in its response dated 7
September 2015 as follows (act. 10):

That it may please the Federal Criminal Court

- to declare that the appeal dated 24 August 2015 may not be entertained by the Court by reason of the absence
of a remedy provided for in the IMAC,

- alternatively, to declare that the appeal may not be entertained by reason of lack of standing in appeal within
the meaning of IMAC 80h,

- further alternatively, that the appeal be rejected on the merits by reason of the absence of any misuse of
mutual legal assistance,

with award of costs.

The Office of the Attorney General requested in its response dated 17 September 2015 that
suspensive effect, as an interim measure, not be granted, and that the appeal not be
entertained or, alternatively, that it be denied, with award of costs (act. 12).

In its reply dated 12 October 2015, Havinsur, maintains, for the most part, the prayers
contained in its appeal. In terms of procedure, it further requests that a series of additional
documents be produced by the Office of the Attorney General (cf. the list contained in act.
17, at 18) and that it be granted the opportunity to make a further statement thereafter, in
cognizance of those documents (act. 17).

In its rejoinder dated 26 October 2015, the Office of the Attorney General reiterates its
previous prayers and maintains them (act. 19). The FOJ, for its part, informed the Court on
that same date that it waived its right to make rejoinder (act. 20). Each of the two pleadings
submitted was made known to the respective other party on 28 October 2015 (act. 21). By
unsolicited filing dated 23 December 2015, Havinsur renewed its procedural request for the
production of files by the Office of the Attorney General, as contained in its reply (act. 22).

The submissions of the parties and the documents produced in evidence shall be referred
to, insofar as necessary, in the following considerations of law.




1.2

The Appeals Chamber considers as follows:

Mutual legal assistance between Switzerland and Brazil is governed, in the
first place, by the Treaty of 12 May 2004 between the Swiss Confederation
and the Federal Republic of Brazil on Mutual Legal Assistance in Criminal
Matters (hereinafter "MLAT-BRA"; SR 0.351.919.81). In addition, applicable in
the present case are the Convention of 17 December 1997 on Combating
Bribery of Foreign Public Officials in International Business Transactions (SR
0.311.21) and arts. 43ff. of the United Nations Convention against Corruption
of 31 October 2003 (UNCAC; SR 0.311.56).

To the extent that these international treaties do not provide a definitive
response on specific issues, the Federal Act of 20 March 1981 (Mutual
Assistance Act, IMAC; SR 351.1) and the Ordinance of 24 February 1982 on
International Mutual Assistance in Criminal Matters (Mutual Assistance
Ordinance, MAO; SR 351.11) are to be applied (IMAC art. 1, para. 1 [b]).
Under the doctrine calling for application of the most favorable law, domestic
law may also be applied where this imposes less stringent conditions on
mutual legal assistance (BGE 140 IV 123, consid. 2, p. 126; 137 IV 33, consid.
2.2.2, p. 40f,; 136 IV 82, consid. 3.1, with further references). The foregoing is
subject to the conditions for protection of human rights (BGE 135 IV 212,
consid. 2.3; 123 Il 595, consid. 7c, p. 617; TPF 2008 24, consid. 1.1, p. 26).
With regard to appellate proceedings in matters of international mutual legal
assistance, applicable also are the provisions of the Federal Act of 20
December 1968 on Administrative Procedure (Administrative Procedure Act,
APA; SR 172.021) (CJAA [Criminal Justice Authorities Act] art. 39, para. 2 [b]
in conj. with art. 37, para. 2 [a]), unless otherwise provided by the IMAC (see
IMAC art. 12, para. 1).

The Appellant argues that the subject matter of the appeal is an act of
production of evidence (in the present case, bank documents concerning the
Appellant) disguised as a request for mutual legal assistance addressed to
Brazil in connection with criminal proceedings being conducted by the
Respondent. Proceeding in this manner, it argues, renders the proper
mechanisms of mutual legal assistance proceedings ineffective and thus
infringes the procedural rights to which the Appellant is entitled within the
framework of such mutual legal assistance proceedings. What is involved, it
argues, is a case of "entraide déguisée" [dissembled mutual legal assistance
(act. 1, p. 2, 6ff).
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3.2

3.3

A foreign application for mutual legal assistance is subject to preliminary
examination by the cantonal or federal authority responsible for its execution
(IMAC art. 80, para. 1). Where appropriate, this authority issues a summary
decision on whether to consider the case and orders the permitted mutual
assistance measures (IMAC art. 80a, para. 1). The persons entitled may
participate in the proceedings and have access to the files provided this is
necessary to safeguard their interests (IMAC art. 80b, para. 1). Where the
executing authority determines that the request has been completely or
partially executed, it issues a decision giving reasons on whether mutual
assistance is granted and to what extent (IMAC art. 80d). Such decision, as
well as any preceding interim decisions, is subject to appeal to the Appeals
Chamber of the Federal Criminal Court (IMAC art. 80e, para. 1). Any person
who is personally and directly affected by a mutual assistance measure and
has a legitimate interest in that measure being annulled or modified has
standing to appeal (IMAC art. 80h [b]). With regard to the collection of account
details, the account holder is deemed to be the person who is personally and
directly affected within the meaning of the foregoing provision (MAO art. 9a

[a]).

An appeal against a Swiss request to another State is only permitted where
that State is being requested to assume responsibility for criminal
proceedings or execution of a judgment. In this case, only defendants who
are habitually resident in Switzerland are entitled to appeal (IMAC art. 25,
para. 2). An appeal against a Swiss request for transferring responsibility for
the execution of a criminal judgment in connection with a transfer under IMAC
art. 101, para. 2 is also admissible (IMAC art. 25, para. 2°%). Thus where
Switzerland wants to apply to a foreign authority for legal assistance for
criminal proceedings being run by Swiss authorities (known as active legal
assistance), the possibilities for appeal under Swiss law on legal assistance
are limited (GLESS/SCHAFFNER, Basler Kommentar Internationales Strafrecht,
Basel 2015, n. 14 ff. ad IMAC art. 25). An appeal under the IMAC is not
permitted against a request by Swiss authorities to gather evidence in a
foreign country (Decision of the Swiss Supreme Court of 7 November 1996 in
SJ 1997 p. 193, consid. 3b).

There are two situations in which the appeal restrictions on active
international legal assistance in criminal matters under IMAC art. 25, para. 2
and 2°* are, in practice, subject to qualification — beyond the wording of the
statute — although in both cases there is a risk of avoiding the passive legal
assistance procedure. Firstly, the Swiss Federal Supreme Court made it
clear that recourse to appeal under IMAC art. 25, para. 2 in connection wit




3.4

Swiss requests for other legal assistance may be open if the legal assistance
requested from the foreign State by Switzerland in fact constitutes legal
assistance by Switzerland to the foreign State in order to avoid the procedure
required in this regard (Decision of the Federal Supreme Court of 7
November 1996 in SJ 1997 p. 193 f., consid. 3b). In the case on which the
relevant decision was based, the Swiss request for legal assistance
contained various bank details which were of interest to the authorities in the
requested State in relation to its own prosecution, and in order to gain
disclosure of these it would have been necessary to make a request to
Switzerland (cf. GLESS/SCHAFFNER, loc. cit., n. 23 f. ad IMAC art. 25).

Secondly, Swiss case law also authorizes recourse to appeal under
IMAC art. 25, para. 2 where the (active) request for legal assistance by
Switzerland in fact constitutes "entraide déguisée" made by Switzerland
to a foreign State; this too refers to an avoidance of the passive legal
assistance procedure to be implemented in Switzerland (cf. in this regard
inter alia the Decision of the Swiss Federal Supreme Court 1A.107/2002
of 8 July 2002, consid. 1.2 with additional references). Practice is based in
this regard on cases where the Swiss request concerns the release of items
confiscated in Switzerland, which — in the context of a passive request for
legal assistance — must be assessed according to the provision of IMAC art.
74 (GLESS/SCHAFFNER, loc. cit, n. 25 ad IMAC art. 25 with further
references). In such case, the person who, under IMAC art. 80h [b], is
personally and directly affected by the legal assistance measure and has a
legitimate interest in that measure being annulled or modified has standing to
appeal (Decision of the Swiss Federal Supreme Court 1A.107/2002 of 8 July
2002, consid. 1.2).

The case where Swiss proceedings are initiated following receipt of a foreign
request for legal assistance, thus allowing to gather the evidence asked for in
such foreign request and where, subsequently, a request is made by the
Swiss authorities themselves to the foreign State by disclosing, as supporting
evidence, the information needed in the foreign proceedings, has been
adjudged to be a misuse of the law by the Geneva Court of Appeal. The
examining judge was consequently instructed to request the return of the
documents which had been sent to the foreign state (cf. reference in ARZT,
Orientierung, in: recht 1995 p. 131). For its part, the Swiss Supreme Court
ruled, in its Decision of 7 November 1996, that it would be unlawful if the
Swiss authorities were to bring criminal proceedings simply in order to
respond to an earlier request for legal assistance by a foreign State. Such
action had to be deemed a misuse of the law because it constituted an
avoidance of the legal assistance rules aimed at the protection of privacy (SJ
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1997 p. 195, E. 3c/cc in brief).

3.5

3.5.1 In the academic literature, cases of assistance given to the authorities of
one State by the authorities of another State, without a legal basis or by
exceeding the limits of the legal basis, are also deemed to be "entraide
sauvage" or "disorderly legal assistance" (GSTOHL, Geheimnisschutz im
Verfahren der internationalen Rechtshilfe in Strafsachen, Berner Diss.,
Bern 2008, p. 102; with reference to POPP, Grundziige der
internationalen Rechtshilfe in Strafsachen, Basel 2001, n. 89 ff.).

This has various manifestations and, according to GSTOHL, is mainly
characterized by Switzerland providing a foreign State with legal
assistance in the avoidance of, or failing to comply with, legal assistance
provisions. "Entraide sauvage" is mainly of importance in relation to
criminal offences arising from money laundering. Where the Swiss
authorities receive knowledge of a criminal act which has to be
prosecuted ex officio, they must initiate a criminal investigation. This
knowledge may be obtained as a result of a foreign request for legal
assistance, whereby the acts which it describes constitute an offence
under Swiss law, for example in the case of requests relating to
investigations into movements of assets which are considered to be
money laundering by the requested State. Where criminal proceedings
relating to money laundering are opened in Switzerland, the Swiss
authorities in receipt of the request can themselves send a request for
legal assistance to the foreign authorities of the requesting State. In this
request, they can fransfer to the requesting State much of the information that
has been requested in that State’s request for legal assistance before or
without any decision having been made as to whether Switzerland should
provide legal assistance to the foreign State. Such information may provide a
precise and detailed description of the person under investigation, the
suspicious operations, the affected accounts, the account holders and
beneficiaries (see in this regard inter alia POPP, loc. cit, N. 302; MOREILLON
(ep.), Commentaire romand, Basel 2004, Introduction générale, n. 15;
ZIMMERMANN, La coopération judiciaire internationale en matiére pénale,
4™ ed., Bern 2014, n. 277, 418). In particular, information protected by
banking secrecy could thus be disclosed without allowing those affected
recourse to appeal because there is no right of appeal against this type of
Swiss request for legal assistance under IMAC art. 25, para. 2. The
doctrine of specialty cannot be used to full effect either in relation to active
requests for legal assistance.




In this regard, the term "méthode genoise" [recte: méthode genevoise] is
used to refer to the practice under which Switzerland opens domestic
criminal proceedings for money laundering in parallel to foreign
proceedings with the exclusive aim of responding to a request for legal
assistance, in that the Swiss authorities, after opening the criminal
proceedings, submit a request for legal assistance to the authorities in the
foreign State in which they disclose the information requested previously
by the foreign authorities. This sort of practice is not in line with the
statutory framework and should therefore be strictly prohibited (cf. in this
regard the Decision of the Swiss Federal Supreme Court of 7 November
1996 in SJ 1997 p. 193, consid. 3c/cc; see on the question as a whole
GSTOHL, loc. cit., p. 356 f.).

3.5.2 ZIMMERMANN also defines as "entraide sauvage" cases in which the
executing authorities, after opening their own criminal investigation based
on facts described in a request for legal assistance, have for their part
succeeded in making a request to the requesting authority, with a
description of the facts containing all the information required by the
requesting State. He sees this conduct as constituting the unlawful
avoidance of the legal assistance procedure when the opening of the
criminal proceedings in the requested State is not based on any concrete
evidence and thus the request made, for the purposes of domestic
proceedings, to the requesting State serves only as a pretext to avoid the
provisions on legal assistance proceedings (ZIMMERMANN, loc. cit., n. 418;
see also GLUTZ VON BLOTZHEIM, Die spontane Ubermittlung, Basler Diss.,
Zurich/St. Gallen 2010, p. 95). He considers another form of prohibited
"entraide sauvage" to be the spontaneous transfer of information to
foreign prosecuting authorities without complying with the restrictions
under IMAC art. 67a (ZIMMERMANN, loc. cit.,, n. 418). In conclusion,
however, he considers that where there is sufficient evidence that an
offence has been committed, the prosecuting authorities must act without
delay. The concern about possible risks of misuse should not prevent the
Swiss authorities from making requests for legal assistance to foreign
States. In particular, — apart from obvious cases of misuse — the fact
that Swiss authorities indicate, in the context of their request, precise and
detailed information about suspicious schemes, affected bank accounts,
account holders and beneficial owners, does not necessarily amount fo a
form of "entraide sauvage". This information constitufes necessary
information provided for under treaty and statute ("indications") for
implementing the requested measures (ZIMMERMANN, loc. cit., n. 418; of
the same opinion, the decision of the Swiss Federal Criminal Court
RR.2013.7 of 7 May 2013, consid.4.1).




3.6

GSTOHL takes a different view in this regard. In her opinion, a Swiss
request for legal assistance, made to a foreign State which has itself
already submitted a request for legal assistance to a Swiss court, should
not contain any disclosure of secret information. Protection of privacy should
not be robbed of its meaning under the law on legal assistance by way of
"entraide sauvage". Otherwise it will result in the circumvention of
provisions on legal assistance in that the balancing of interests between
protection of privacy, on the one hand, and criminal prosecution, on the
other, will not be carried out by a court but would be preempted by the
executing authorities. The owners and holders of private information are
thus unlawfully prevented from having recourse to appeal against the
disclosure of secrets (GSTOHL, loc. cit., p. 357 et seq.).

A similar view is taken by POPP, who, with regard to the situation forming
the basis of BGE 130 Il 236 consid. 6.3.2, describes the Swiss request
(and the account details contained therein or evidence attached thereto)
as a straightforward classic case of "entraide sauvage". He regards it as a
request which is made not simply in order to obtain information but also to
provide the foreign State with information for which a formal legal
assistance procedure is essential in order to safeguard the rights of the
person concerned. That person’s protection, which is provided by law, is
reduced when copies of banking agreements and documents with details
of banking transactions are deemed to be mere "indications" (pursuant to
BGE 130 Il 236 consid. 6.3.2), which the Swiss Supreme Court never
requires when a request is received, but which, on the other hand, would
constitute evidence in any criminal proceedings under the principle of the
free consideration of evidence (PopPp, Die Rechtsprechung des
Bundesgerichts zur Internationalen Strafrechtshilfe in den Jahren
2004/05, ZBJV [Band 144] 2008, p. 38 et seq., 62).

A version of "entraide sauvage" also arises where the requesting State as
a civil party to Swiss criminal proceedings, related in their content to the
request for legal assistance, is granted unrestricted access to files
(GSTOHL, loc. cit., p. 358). According to settled case law such access to files is
not pemmitted to interfere with the proper legal assistance procedure (TPF 2012
48 consid. 3.1; TPF 2012 155 consid. 3.1 and 3.2; plus additional
references in each case; cf. also on this problem LUDWICZAK, A la croisée
des chemins du CPP et de 'EIMP - la problematique de l'accés au
dossier, in ZStrR 2015, p. 295 f.). In a more recent decision, the Swiss
Federal Supreme Court also found that access to files by a foreign State
as private claimant in Swiss criminal proceedings cannot constitute a
circumvention of the provisions of the law on legal assistance (BGE




3.7

139 IV 294 consid. 4, 4. 1-4.6; similar, but in relation to legal assistance

which has already been granted TPF BB.2014.188 of 24 June 2015, consid.
4.1.2and5.2).

Aware of the problem of "entraide sauvage", the case law, with
consideration for the principle of proportionality, calls on the Swiss
authorities to show caution when making a request for active legal
assistance. Thus the description of the facts contained in the request
should restrict itself to that which is necessary for the purposes of
understanding and implementing the request. (BGE 130 Il 236 consid.
6.3.1; Decision of the Swiss Federal Supreme Court 1P.615/2000 of 7
November 2000, consid. 2b; Decision of the Swiss Federal Supreme Court
of 7 November 1996 in SJ 1997 p. 195, consid. 3c/cc). A corresponding level
of restraint is also imposed not least because the Swiss authorities cannot
attach a specialty reservation in the case of their own request (see GSTOHL, loc.
cit. p. 355).

In the request under criticism here the Respondent states that the
Brazilian criminal authorities are conducting numerous investigations in
connection with the Petrobras bribery scandal. In the meantime, some
of the bribed individuals from the senior management of Petrobras are
said to have made confessions. The aforementioned Costa and Pedro
Barusco Filho have allegedly specifically admitted to the Brazilian
criminal authorities that they e.g. also received bribes from Odebrecht, a
Brazilian construction company, for the awarding of overpriced
Petrobras projects to companies within the Odebrecht Group. It remains
unclear in detail how and via which companies such bribes were
channeled. Previous investigation results of the Respondent allegedly
showed that Construtora Norberto Odebrecht SA held numerous
accounts by way of domiciliary companies in Switzerland via which
considerable payments were made - directly or via other companies - to
former Petrobras directors. In this regard, it is suspected that these
payments were bribes (act. 12.1, p. 2 f.). It is said that one of these was
paid into account no. 1.1.54894 in the name of the Appellant at PKB
Privatbank. According to Form A the beneficial owner of this account is
allegedly Construtora Norberto Odebrecht SA (act 12.1, p. 5f.). On 26
March 2010, USD 565,037.35 was allegedly transferred via this account
to an account that can be attributed to a certain Duque (also a former
Petrobras director) (act. 12.1, p. 6 f.). The funds paid out by the
Appellant had previously largely been made available to it by
companies within the Odebrecht Group. In this regard, there are
allegedly indications that the relevant payments had been made on the

Ly



4.2

4.3

basis of fictitious service agreements (act. 12.1, p. 9). By way of the
request, the Respondent requests that, among other things, the
aforementioned former Petrobras directors be confronted with the facts
presented and the documents mentioned in the list of questions and
attached thereto. The Respondent further requests that, among other
things, all pertinent documents regarding the identified payments to the

Appellant be obtained from the companies of the Odebrecht Group (act.
12.1, p. 11 1).

The Appellant submitted a list of questions for the questioning of one of
the accused persons (act. 17.1). It may be ascertained from this that, as
an enclosure with the request, a number of bank documents regarding
the Appellant (account opening documents and a debit note) obtained in
Switzerland were provided to the Brazilian authorities, which are
intended to provide evidence of part of the transactions depicted in the
Swiss request (act. 17.1, enclosures 54-56).

When a foreign state requests that Switzerland provide such
documents as evidence, they may only be provided after the conclusion
of the relevant mutual legal assistance proceedings (cf. consid. 3.1
above) (IMAC art. 74, para. 1). As the documents (evidence) released
here are subject to banking secrecy, their unsolicited provision to a
foreign criminal authority on the basis of IMAC art. 67a, para. 4 would
never be admissible (cf. GLUTZ VON BLOTZHEIM, at the place indicated.,
p. 105 ff.). By contrast, the unsolicited transmission of information
concerning the scope of secrecy is not automatically ruled out (IMAC
art. 67a, para. 5). Here it is necessary to examine whether the provision
of this evidence to the Brazilian authorities as an enclosure with an
active mutual legal assistance request is or is not a case of "entraide
sauvage" in the sense described above. The answer to this question
depends mainly on the type and content of the various mutual legal
assistance requests made previously to Switzerland by the Brazilian
authorities (see below consid. 4.3). Also of importance are the
provisions applicable here, which define the prerequisites for a Swiss
mutual legal assistance request to Brazil (see below consid. 4.4).

In this regard, the Appellant produces for the record a request dated 18
November 2014 made to Switzerland by the Brazilian criminal
authorities (act. 17.3). With reference to requests already made in the
matter of "Lavo Jato", the Brazilian authorities request access to the
files of the criminal proceedings conducted in Switzerland directly or
indirectly in connection with the corruption scandal over Petrobras,
specifically to the files of case SV.14.0404-LL, but also to other files
relating to this investigation orits subject (act. 17.3, points 6 and 9). The




subject of the Brazilian investigation is the payment by construction
companies of bribes to politicians and to Petrobras directors in return for
influencing the awarding of projects in their favor. Costa and Duque are
mentioned by name as directors of Petrobras who allegedly have been
the ultimate recipients of bribes (act. 17.3, at 7). The aim of the request
is said to be the intensification of mutual legal assistance between
Switzerland and Brazil in relation to the matter of "Lavo Jato" (act. 17.3,
at 10).

The Appellant also submitted other mutual legal assistance requests
made in 2014 by the Brazilian authorities to the Respondent (cf. act.
17.4, 17.6-17.8). These are all specifically directed towards the
blocking of known accounts in Switzerland or the identification of as yet
unknown ones, via which suspected corrupt payments were received
by the former directors of Petrobras (namely Costa and Duque). With
regard to this, repeated requests were made that bank documents be
released which will make it possible for the flows of funds that are of
interest to be reconstructed and any criminal offences in Switzerland
and Brazil to be identified.

4.4 The criticized Swiss request for mutual legal assistance is aimed, on
the one hand, at the taking of testimonies of witnesses or of other
testimonies and, on the other, at the release of further evidence to be
gathered in Brazil (act. 12.1, p. 11 f.). These are permissible measures
of mutual legal assistance (MLAT-BRA art. 1, para 3. [a] and [b]).
Pursuant to MLAT-BRA art. 24 para. 1 (b) a mutual legal assistance
request must in particular include information regarding the subject of
and reason for the request (cf. also UNCAC art. 46, para. 15 [b] and
[d]). The following must also be stated: the main reason why the
evidence or information is being requested, a presentation of the facts
(time and date, place and circumstances in which the offence was
committed) that gave rise to the proceedings in the State making the
request (MLAT-BRA art. 24, para. 1 [d]; cf. UNCAC art. 46 para. 15
[c]). This information must specifically enable the authority to which
the request is made to examine whether there is dual criminality
(MLAT-BRA art. 6) and whether the actions due to which mutual legal
assistance is being requested do not constitute a political, military or
fiscal offence (MLAT-BRA art. 3, para. [a] to [c]).




5.
5.1

5.2

5.3

The case under consideration does not solely concern the
relationship between active and passive mutual legal assistance. The
related set of facts is also situated at an interface between mutual
assistance law and the national law on criminal procedure.

Criminal investigation SV.15.0775-LEN was, inter alia, also opened
on the basis of reports of suspicion of money laundering made by
Swiss banks (cf. act. 12.1, p.3). On the basis of art. 7, para. 1 of the
Swiss Criminal Procedure Code ("CPC"), the Respondent is under an
obligation in this respect to institute and conduct proceedings if it
becomes aware of criminal offences or grounds for suspicion of
criminal offences. Moreover, it must investigate ex officio all the
circumstances relevant to the assessment of the criminal act and the
accused (CPC art. 6, para. 1). Criminal proceedings shall be
commenced immediately and concluded without unjustified delay
(CPC art. 5, para. 1). Solely from the perspective of the rules of the
Swiss Criminal Procedure Code, no objections can be raised against
the approach adopted by the Respondent. The measures of mutual
legal assistance for which it applied to the Brazilian criminal
authorities are appropriate for clarifying the circumstances relevant to
the criminal offences investigated in this country. Also with regard to
the provisions of the mutual assistance law (specifically the provisions
of the MLAT-BRA,; see above consid. 4.4), this means that the request
for mutual legal assistance and its required depiction of the examined
circumstances and the type and nature of the criminal offences
investigated in this country must also include information from the
scope of secrecy (in this case, information regarding bank accounts).
Furthermore, in respect of the duty of expeditiousness, it may aiso be
established that the submission of a mutual legal assistance request
need not wait until any requests for mutual legal assistance made by
foreign criminal authorities in the same matter have been fully dealt
with (BGE 139 IV 294 consid. 4.4, decision of the Swiss Federal
Supreme Court of 7 November 1996 in SJ 1997 p. 194, consid.
3c/bb).

In this case, it becomes clear on the basis of the files that the criminal
investigations carried out in Brazil and Switzerland are extremely
closely intertwined. Accordingly, the Brazilian mutual legal assistance
requests relate directly to the subject of the Swiss criminal
investigations and vice versa. The statement made by the
Respondent in its Response, according to which the Appellant or its
beneficial owner has not "to date even in the remotest sense been the

subject of a pending Swiss mutual legal assistance request by the




Brazilian criminal authorities" (act. 12, p. 3), is definitely untenable.
The close interrelationship between the different criminal
investigations in Brazil and Switzerland results not least from the
statements made by the Respondent itself in the mutual legal
assistance request contested here (cf. act. 12.1, p. 10). According to
this, Construtora Norberto Odebrecht SA and its representatives are
accused by the Brazilian judiciary of having effected the awarding of
major orders by Petrobras by means of bribes. Mirroring this, on the
basis of bank documents obtained, the strong suspicion has arisen in
Switzerland that Construtora Norberto Odebrecht SA established
numerous domiciliary companies in order to channel such bribes to
members of the Petrobras senior management via these domiciliary
companies or via account structures created in Switzerland for these
domiciliary companies. The bank account of the Appellant mentioned
by the Respondent in its mutual legal assistance request is assumed
to be one of these accounts in question. Specifically, it is alleged that
a payment was made to Duque, a former Petrobras director, via the
account of the Appellant (cf. above consid. 4.1 with reference to the
files). It becomes obvious purely on the basis of the requests from
Brazil and known to the Appeals Chamber that the Brazilian
authorities are interested, among other things, in being able to
unambiguously reconstruct the flows of funds that were ultimately
received by the participants Costa and Duque. In addition to the
releasing of documents regarding specific accounts, the Brazilian
criminal authorities also requested access to the files of the criminal
investigations being conducted by the Respondent. It is clear from the
formulation included in the corresponding request (act. 17.3) that it
concerns all proceedings conducted by the Respondent in connection
with the Petrobras affair and not only the investigation
SV.14.0404-LL. The relationship in terms of content between this
explicitly named investigation and the present one, in relation to which
the contested mutual legal assistance request was made, results not
least also from the fact that in this regard the Respondent had
previously introduced as evidence bank documents obtained within
the framework of investigation SV.14.0404-LL (act. 12, p. 5). The
information now included in the contested request regarding accounts
of the Appellant and, in particular, the evidence presented with the
request, thus obviously come from proceedings to whose files the
Brazilian authorities have requested access. It is thus deemed that
the contested request serves not only the purposes of these criminal
proceedings but also the answering of the different Brazilian requests
and the purposes that these pursue. This is in no way altered by the
fact the Appellant is not mentioned by name in the requests from

Brazil known to the Appeals Chamber. In this regard, even the
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